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Criteria

Compliance with the criteria (you must
mark one of the answer options a )

Substantiation of the position of the official reviewer

The dissertation’s
topic (as of its
approval date)
corresponds to the
directions of the
development of
science and/or state
programs.

[.1 Compliance with priority areas of
science development or state programs: the
topic of the  dissertation  work,

“Development of hashing algorithms
based on iterative block ciphers and

research of their cryptographic strength”
corresponds to priority areas of science,
such as intelligent systems, artificial
intélligence, social research, and
information technologies.

The dissertation work corresponds to the priority area of science development of
"Information, communication and space technologies” and the Concept of
cybersecurity ("Cyber shield of Kazakhstan") approved by the Decree of the
Government of the Republic of Kazakhstan dated June 30, 2017, No. 407.

1) The dissertation was completed within
the framework of a project or target
program financed from the state budget
(indicate the name and number of the
project or program)

2) The dissertation was completed within
the framework of another state program
(indicate the name of the program)

3) The dissertation corresponds to the
priority direction of the development of
science, approved by the Higher Scientific
and Technical Commission under the
Government of the Republic of Kazakhstan
(indicate the direction)

| The dissertation was completed within the framework of the research project funded

by the Program Targeted Financing "Development and study of hashing algorithms of
arbitrary length for digital signatures and assessment of their security" (2021-2022, |
state registration number: OR11465439).




internal unity

dissertation :

1) Justified;

2) Partially justified;
3) Not justified.

. Importance for The work makes / does not make a The obtained results of the dissertation work make a theoretical and practical
science significant contribution to science, and its contribution to the development and creation of cryptographic information protection
importance is well disclosed / not disclosed | facilities and systems in Kazakhstan. They can be used to ensure the protection,
reliability, and authenticity of information during its exchange and storage in various
information and telecommunication systems. In the dissertation work, a new data
hashing algorithm based on a new block cipher was developed, which provides a high
level of security when searching for collisions and preimages.

3. The principle of level: The dissertation author independently substantiated and proved the scientific
independence 1) High; provisions submitted for defense, and argued the relevance of the research topic. The
2) Medium; level of independence of the author of the dissertation work is considered high and
3) Low:; consists of reviewing and analyzing literature data, performing the scientific and
4) There 1s no independence experimental part of the work, conducting comparative work, presenting a

oeneralization, conclusion, and evaluation of the results obtained.
4. The principle of 4.1 Rationale for the relevance of the The development and research of new approaches to ensuring information security are

of high relevance due to the growing need for electronic data exchange in the
population and the introduction of innovative technologies in people's daily lives. In
Kazakhstan, the security of electronic data is carried out mainly by international
cryptographic standards, algorithms, and technical means. Based on this, the creation
of domestic information security tools, including cryptographic ones, is considered an
urgent and priority area.

4.2 The content of the dissertation reflects
the topic of the dissertation:

1) Reflects;
2) Partially reflects;
3) Does not reflect

The dissertation introduces a new data hashing algorithm, HBC-256, based on the
novel symmetric block cipher algorithm CF. It also presents a security analysis of the
proposed algorithm using various cryptographic and statistical methods, as well as an
assessment of its efficiency for different implementations.

4.3. The purpose and objectives correspond
to the topic of the dissertation:

1) Correspond;

2) Partially correspond;

3) Do not match

The main goal and objective of the dissertation work 1s to develop a secure and high-
performance hashing algorithm based on a block cipher, adapted to software and
hardware implementation and parallel computing, as well as to study its security and
efficiency properties.

4.4 All sections and provisions of the
dissertation are logically interconnected:
1) are fully interconnected;

2) the relationship 1s partial;

3) there is no relationship

The dissertation work is a completed scientific study and its content fully reflects the
topic of the dissertation. The work structurally consists of an introduction, four
sections, a conclusion, and five appendices, which are logically structured and clearly
Interconnected.




4.5 New solutions proposed by the author
(principles, methods) are argued and
evaluated in comparison with known
solutions:

1) there is a critical analysis;

2) partial analysis;

3) the analysis is not one’s own opinions,
but quotes from other authors

The reliability and relevance of the scientific results, conclusions, and findings are
substantiated by the data obtained through the assessment of "near collisions" and the
criteria for avalanche/strict avalanche effect, the application of statistical tests and
methods of differential, linear, and algebraic cryptographic analysis. Additionally, an
evaluation of efficiency was conducted among different implementations and in
comparison with other hashing algorithms.

The principle of
scientific novelty

5.1 Are scientific results and statements
new?’

1) completely new;

2) partially new (25-75% are new);

3) not new (less than 25% are new)

The scientific results of the dissertation are entirely novel. In the course of the
dissertation work, the following new scientific approaches have been developed:

- A new scheme of conjugate utilizing four 4-bit S-boxes based on the indices of matrix
elements has been proposed. The application of this scheme is expected to enhance the
security of the algorithm and more efficient use of memory in the hardware
implementation of microchips;

- A new scheme for the application of nonlinear transformations in the compression
function has been proposed, which reduces the number of rounds required;

- The possibility of selecting k parts of the hashing block relative to the size of the
original input message has been introduced. This, in turn, increases computational
efficiency (k=3,..., 8, k is the number of parts).

5.2 Are the conclusions of the dissertation
new?

1) completely new;

2) partially new (25-75% are new);

3) not new (less than 25% are new)

The results and conclusions are corroborated by the outcomes of computational and
statistical experiments conducted on the developed hashing algorithm, which are
comprehensively described in the following articles:

- Sakan K., Nyssanbayeva S., Kapalova N., Algazy K., Khompysh A., Dyusenbayev |
D. Development and analysis of the new hashing algorithm based on block cipher //
Eastern-European Journal of Enterprise Technologies. Ukraine. —2022. — Ne 2/9(116),
https://doi.org/10.15587/1729-4061.2022.252060. Article-1.

- Algazy K., Sakan K., Kapalova N., Nyssanbayeva S. and Dyusenbayev D.
Differential analysis of a cryptographic hashing algorithm HBC-256 // Appl. Sci. —
2022, 12(19), 10173. https://doi.org/ 10.3390/app121910173. |Article-2.

Kunbolat Algazy, Kairat Sakan, Nursulu Kapalova. Evaluation of the strength and
performance of a new hashing algorithm based on a block cipher // International
Journal of Electrical and Computer Engineering, Vol.13, Ne 3, June 2023, DOI:
http://doi.org/10.11591/ijece.v1313. Article-3.

5.3 Technical, technological, economic, or

managerial solutions are new and justified:

1) completely new;

During the research, the HBC-256 hashing algorithm was developed, which is adapted
for parallel computations and hardware-software implementations. The HBC-256
algorithm allows for the selection of different lengths of the hashing block, each




2) partially new (25-75% are new);
3) not new (less than 25% are new)

ﬁ

composed of 128*k bits, where k can take values from 3 to 8. The Wide-pipe
construction and the Davies-Meyer scheme were utilized for data processing. In HBC-
256, the symmetric block cipher algorithm CF was proposed as the compression
function.

0. Validity of the
main conclusions

All the main conclusions are based / not
based on scientifically sound evidence or
are reasonably well substantiated (for
qualitative research and areas of study in
the arts and humanities)

The credibility of the obtained scientific results is substantiated through the verification
of conducted experiments, as evidenced by publications in reputable international
journals with nonzero impact factors according to the Scopus and Web of Science
databases. Additionally, the results have been presented at international conferences
and scientific seminars organized by foreign higher education institutions and research
organizations.

7. Basic provisions
for defense

The following questions need to be
answered for each position separately:
7.1 Is the position proven?

1) proven;

2) rather proven,;

3) rather unproven;

4) not proven

7.2 Is 1t trivial?

1) yes:

2) no

7.3 Is 1t new?

1) yes;

2) no

7.4 Level to apply:

1) narrow;

2) medium;

3) wide;

7.5 Is it proven in the article?

l) yes;

2) no

Provision 1.

A new hashing algorithm based on a block cipher has been developed, tailored for
parallel computing and hardware-software implementation.

7.1 proven; 7.2 no; 7.3 ves; 7.4 wide;

7.5 ves, in Article-1, referred to in paragraph 5.2.

Provision 2.

A novel scheme has been proposed for the conjugate application of four 4-bit S-boxes
based on the indices of matrix elements. Its application is expected to enhance the
security of the algorithm and make more efficient use of memory in the hardware
implementation.

7.1 proven; 7.2 no; 7.3 ves; 7.4 wide;

7.5 ves, in Article-1, Article-2, Article-3, referred to in paragraph 5.2.

Provision 3.

A new scheme for applying a nonlinear transformation in the compression function is
proposed, which makes it possible to reduce the number of rounds:;

7.1 proven; 7.2 no; 7.3 yes; 7.4 wide;

7.5 ves, in Article-1, Article-3, referred to in paragraph 5.2.

Provision 4.

An option has been introduced to choose k parts of the hashing block relative to the
size of the original input message. This, in turn, increases computational efficiency
(k=3,...,8, where & is the number of parts).

7.1 proven; 7.2 no; 7.3 ves; 7.4 wide;:

7.5 ves, in Article-1, Article-3, referred to in paragraph 5.2.




8. The principle of 8.1 Choice of methodology - justified or The work describes in detail the methodology, namely various approaches,
certainty methodology described in sufficient detail | constructions, and schemes (PGV functions) for using block ciphers as a compressing
Reliability of 1) ves; function in hashing algorithms. To ensure one-way hashing, the Davis-Meyer scheme
sources and 2) no was used. The correctness and relevance of the application of the above approaches,
information designs, and schemes in the HBC-256 algorithm are justified by evaluating the results
provided of the study.

8.2 The results of the dissertation work The dissertation results were obtained using contemporary scientific research methods,

were obtained using modern methods of data processing, and interpretation techniques with the aid of computer technologies.

scientific research and methods of Numerical experiments were conducted using the programming languages Delphi-7

processing and interpreting data using and C++.

computer technologies: For hardware implementation, the MYIR Z-turn development board was chosen,

1) ves; equipped with 1GB of RAM, a NAND Flash chip with 16MB of memory, and a Cortex

2) no A9 microprocessor. The software code for Cortex was written in the C programming
language with the use of assembler inserts.

8.3 Theoretical conclusions, models, Sections 3 and 4 of the dissertation work are dedicated to the research on the security,

identified relationships, and patterns are reliability, and efficiency of the developed HBC-256 algorithm. Specifically, these

proven and confirmed by experimental sections focus on irreversibility and resistance to first and second-order collisions, as

research ( for areas of training in well as preimage attacks. Assessments of the "avalanche effect” and "strict avalanche

pedagogical sciences, the results are proven | effect" of the HBC-256 algorithm and CF were obtained. Statistical properties of

based on a pedagogical experiment): encrypted hash values were investigated using a set of NIST and Knuth tests. The

1) ves; cryptographic strength of the CF cipher and the collision resistance of the HBC-256 |

2) no hashing algorithm are confirmed by the results of differential, linear, and algebraic
cryptographic analysis methods.

8.4 Important statements are supported / Important statements are supported by references to current and reliable scientific

partially confirmed / not supported by [iterature.

references to the relevant and reliable

scientific literature

8.5 Used literature sources are sufficient / | The list of used literature includes 99 references in English, Russian, and Kazakh.

not sufficient for a literature review Among them, there are sources in high-impact foreign publications, which were
sufficient for a literary review.

9 Principle of 9.1 The dissertation has a theoretical value: | The main advantage of the developed HBC-256 algorithm, built on the basis of a block
practical value 1) ves; cipher, is the use of well-studied cryptographic primitives and constructions. During

2) no the research work, it was proved that the cryptographic strength of the encryption
algorithm used ensures the security and reliability of the hashing algorithm itself. The

| | | obtained results are expected to have a positive impact on the development of domestic




r___'___

cryptographic systems and information security tools, thereby expanding the
approaches for implementing effective data hashing algorithms.

9.2 The dissertation is of practical
importance, and there is a high probability

of applying the results obtained in practice:

1) ves:
2) no

The proposed hashing algorithm, HBC-256, with its security properties and resistance
to both first and second-order collisions and preimage attacks, may prove to be highly
competitive and find applications in information security for data transmission and
storage in general-purpose information and communication systems and networks.

|

9.3 Are the suggestions for practice new?

2) partially new (25-75% are new);

| 3) not new (less than 25% are new)

| The proposed algorithm can be applied in the development of post-quantum

cryptography algorithms based on hash functions. In addition, it can be used to create
domestic information security tools in the Republic of Kazakhstan.

10.

Quality of writing
and design

Quality of academic writing:
1) high;

2) average;

3) below average;

4) low.

| The dissertation has been prepared in accordance with the specified requirements. The

primary information in the work is logically presented, and there are no digressions.
The work is characterized by clarity and precision in presenting data, fully adhering to
the scientific style and academic presentation of information.

The dissertation work of Sakan Kairat Sakanuly on the topic “Development of hashing algorithms based on iterative block ciphers and research
of their cryptographic strength” complies with the Rules for awarding the degree of Doctor of Philosophy (PhD). Its author Sakan Kairat Sakanuly

deserves to be awarded the Doctor of Philosophy (PhD) degree in the doctoral program “8D06301 — Information Security Systems”.

Official reviewer:

PhD in Mathematics,
Affiliate professor and the Head of cyber security direction at Caucasus University,

President at Scientific Cyber Security Association (SCSA)

Maksim Iavich
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wum.i.unn Cwcnn Kadipar Caanyanimnm «Hrepanmnini 60K THIK nd paapra HerizieJires Xem ajaropurmacpin Kypy sone oJaapabin
KPpHrofepi riirin 3eprrey» TAKbIpLIOLIHAAFBI JHCCEPTANMMIBIK JKYMBICHIHA PECMH PELEH3CHTTIN

CBbIH-IIKIPI

| Kpurepuunep

| Kpurepuiinep CoukecTiri

PecMM pelieH3eHTTIH YCTaHbIMBI

1 Jluccepraums

TaKbIPHIOBIHBIH
(OekITy KYHIHE)
FBUJIBIMHBIH, 1aMy
OarpITTapbIHA
YKoHe/HeMece
MEMJIEKETTIK
OarpapinaManapra

| colikec OOJTYEI

I
1.1 FpimbIMHBIH 1aMy OarbITTapbiHA XKOHE/HEMECe

MEMJICKETTIK OaraapiaMaiapra COMKeCTIT:
«HTepanusibik OJIOKTBIK mudpnapra
HEr3IeJIF€H Xelll AJIrOPUTMAEPIH KYpy KOHE
| oJlapJbIH KpPUIITOOEPIKTUIITH 3EPTTEY»
TaKbIPbIOBIHAAFbl  JUCCEPTALUAJIBIK  YKYMBIC
| HHTEJUIEKTYaJlbl JKYHeep, XKacaH/bl HHTEJUIEKT,
ONIEYMETTIK  3€pPTTEYJIEp JKOHE  aKMapaTThIK
TEXHOJIOTUSJIAD CHAKTbl FBUIBIMHBIH  OachiM
| GarbITTapbiHA COMKEC KEJIE/I.

JluccepraumMsaibiK )KYMBIC « AKNMapaTThlK, KOMMYHUKAIUSIBIK YKOHE FAPBILITHIK
TEXHOJIOTUAJIAP» FBUIBIMBIH JaMbITYAbIH OachiM OarbiThiHA KoHE Ka3zakcraH
Pecnybnukacel YkimeTiHiH 2017 xbuirbl 30 Mmayceimaarbl Ne 407 kayabiCbIMEH
oexituiren  Kubepkayincizaik  TyxbeippimaamaceiHa — («Ka3zakcraHHBIH
KHMOEPKAJTKaHbD» ) COUKEC KEJE/Il.

1) /Iluccepranus_MeMJieKeT 0I0KeTIHEeH
KAPXKbLIAHABIPbLIATHIH )KO0OAHBIH HEMece

I HBICAHAJIBI DAFraap/JIaMaHbIH AACHIH/IA
OpbLIHAAJIFaH (3k00aAHBIH HEMece

DaraapJIaMaHbIH ATAYbLI MEH HOMIPI);

2) Jluccepraumsa 6acka MEMIICKETTIK Oaraapiaama
asiChIH/1a OpbIHAAFaH (OaraapiaMaHbIH aTayhbl)

i 3) Jucceprauus Kazakcran PecryOnnkachbIHbIH
Y kimeT1 >xkaHblHaarbl JKOFapsl FbLUIBIMK-
TEXHUKAJIBIK KOMUCCHUSA OEKITKEH FHLJIbIM
JaMybIHbIH 0acbiM OarbIThiHA COMKeC (OaFrbIThIH

LKGPWT}’)

~+

Jlncceprauusaibik xyMbiC «L{udppiabsl KonTaHOanap yuiH €pKiH Y3bIHAbIKTAF bl
XEIITeYy aJITOPUTMIH KYPY MEH 3€pTTeY )KoHE oyiap/biH OE€pIKTUIIrH Oaranay»
Oar1apyiaMaibl-HbICAHAJIbI KapPXKbUIaHABIPY KOOAChIHbIH FBUILIMU-3EPTTEY
XyMbICTapbl meHOepiHae opbIHAANABI (2021-2022 30K., MEMIIEKETTIK TIPKEY
HoMipl: OR11465439).

1

FeinpiMFa
MAaHbI3IbLIbIFbI

JKyMbIC FbLIBIMFA €€yl YJIECIH
KOCAJAbI/KOCTAaMAbl, a1 OHbIH MaHbI3bLIbIFbI
| Al BIJIFAH/allbIIMAFaH.

JInccepraumsanbiK KYMBICTbIH aJIbIHFAH HOTHXKeNepl KasakcraHaa aknaparThbl
KpUnTorpausUibiK KOpray Kypajapbl MEH »KYHeEJIEPIH AaMbITYFa )KOHE KypyFa
TEOPHUAJIBIK JKOHE ToHKIpUOENIH TyprblaH Yyiec Kocaael. Omap opryp.l
aKNapaTThIK-TEJIEKOMMYHHUKALMAIBIK XKYHelepAe aKknaparThlH ajJMacybl KOHE
CaKTajlybl KE31HJIE€ OHbIH KOpPFaJlyblH, CEHIMAUIIN MEH TYNHYCKaJIbIFbIH
KaMTaMachl3 €Ty MaKcaThIH/1a NaiaanaHbLTybl MyYMKIH. JKyYMBICTa KOJIIM3USIIAD
MEH ajiFalikpl TynOelHeHl i31ey Ke3lHJe KAYINCI3AIKTIH KOFapbl JIeHreHiH

o i, il
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lki Gipnik
MPUHLLAIII

Dol oknay el

1) mornpnt;

2) opraina,
3) romen;
4) o031 xa3baran

| sxoHe Oaraay/iaH KOpIHE/L.

KAMTAMACKHIS eTeTin xana OIoKT,

KAHA AITOPHTMI HKACAIIIbI,

JInCCepTanT AMCCEPTALMA KOPrayra yehibran FhliibkiMm CPEIENEP/ IKEKE 0731
HEri3/Iere . JRNEIICTeH, JKIHE 3ePTTey TAKBPLIOLINLI O3CK TN Ad/Ie/IereH.
Jlncceprais aBTOPLIHBIN 03 GeTiMen HKyMbIC 1CTey nenreiti xorapst 60BN
cananazbl koHe oy oaelu aepexTep/l oy MeH TaiiayaaH, KYMbICTBIH
FRIIBIMM  JKOHE  HKCHEpUMEHTTIK  Goslirin  OpuiHAay/an,  CaJlbiCThIpMAJIbI

JKYMBICTBI JKYPri3y/IeH, AIBIHFAH HOTHKENCP/Al HKaurbuiay, KOpPbIThIHAbLIAY

4.1 Jlucceprauus ©3eKTUINHIH HEri3emMect:
1) HerizaeJreH;

2) sKkapThUIaid HEr13/1€JIreH;

3) Heri31eJIMEreH.

AKnapaTThIK Kayinci3fikTi KAMTaMachl3 eTy/IiH XaHa TOCUIZIEPIH 931pJiey JKOHE
3epTTEy XAJIBIKTBIH aKMaparThl 3JICKTPOHIBIK aamacy KaKETTLIINHIH OCYI1HE
JKOHE aJaMIapAblH KYHAETIKTI ©MIpIHE HHHOBAaLHAJIBIK TEXHOJIOTHAJIAP/IbI
eHrizyre OalaHbICTBl >KOFapHhI [opexeNeri ©3eKTUIIKKE He. Kazakcranaa
3JIEKTPOHABIK ~AKMapaTTThiH KayilCi3AIriH = KaMTaMachi3 ety HET131HEH
XaJIBIKAPATIBIK KPUNTOrpadHAIbIK CTaHAAPTTAPMEH, AITOPUTMACPMEH KOHC
TEXHMKATBIK KypaIapMeH Xky3ere achbipbuibin kejei. OChiFaH CYHEHe OTBIPhIT,
aKnmapaTThl KpMNTOrpaQusAiIbIK TICUIMEH KOpFayJblH OTaHIBIK KypajlJapblH
Kypy ©3€KTi jkoHe 6achiM OarbIT OO0JIbIN CaAHAIA/IbI.

4.2 Jluccepraums Ma3MyHbI JUCCepTaLks
TaKbIPHIOBIH Al KbIH1aH/1blI |
| 1) alKbIHAAHIBI;

2) skapThljai alKbIHIAH/IbI,

3) aliKbIHAMaH bl

Jluccepraimaga CF jxkaHa CHMMETPHsIbI  OJOKTBIK wudpiay ajiropuTmi
nerizinne HBC-256 nepekTepi XeITEyAiH >KaHA aIrOPUTMIH YChIHA/bI.
JKyMbICTa YCHIHBUIFAH AITOPHTMHIH Kayinci3airit KPUNTOTPaQUAIBIK JKOHE
CTATHCTHKAIBIK TAJLIAYABIH 9PTYPIi 9iCTEpPiMEH 3epTTey HOTHXKENEpl, COH/IaH-

aK OHBI iCKe achipy 9pTyp/iepiHe KaThiCThl THIMAUIIKTI Oaranay yChIHbUIFAH.

4.3. Makcatbl MEH MIHIETTEP1 AUCCEePTALIUA
| TaKpIpbIOBIHA COMKEC KeJIe/Il:

1) colikec KeJieul;

| 2) >kapThLiaii coikec Kenel,

3) coiikec KeJIMEH 1

JluccepTalMAIBbIK JKYMBICTBIH HETI3rT MaKcaTbl MEH MiHZETi OJIOKTBHIK HUpp
Herizinae OarapinamMaibIK-annapaTTblK ICKEe acblpyFa JKoHe napauieabal
ecenreyiepre OeliMeNreH, Kayirnci3 >oHe OHIMJIUIIN JKaFblHAH >KOFaphbl
XellTey AJrOPUTMIH 93ipiey, COHAaH-aK OHbIH Kayinci3mik >KoHe THIMIAUIIK
KacHeTTePiH 3epTTey 00bin TaObUIAbI.

| 4.4. JTucceprauusaHbIH 6apibiK Genimaepi MeH
KYPbUIBICHI JIOTHKAJIBIK Oai/IaHbICKAH:
1) TOJILIK OAHJIAHBICKAH ;

2) >xapThUlai OaiIaHbICKAH,

3) HGaiyIaHBIC HKOK

JluccepTaMsIbIK XKYMBIC agKTaJIFaH FBUIBIMH 3CPTTCY OostbIn TaObLIAABI XKOHE
OHBIH Ma3MyHbl AUCCepTalus TaKpIPIObIHA TOJIBIK COHKEC kenenl. JKyMmbiC
KYpbUIBIMJBIK JKarblHaH Oip-OipiMEeH JIOTHKAIbIK ~ HAKThI OalinaHbICKaH
Kipicnie/ieH, TopT OeJIIMHEH, KOPBITBIH/IBIIAH JKOHC 0ec KOCBIMINAJAaH TYpPaabl.

| 4.5 ABTOp YCHIHFAH ’KaHa emiMaep
(KaruaaTTap, saicrep) AdJenaeHin, OypbIHHaH
| ©enruli mwemiMISepMeH CaIbICThIPbLUIBIT
OarajlaHFaH:

1) CHIHM T¢

FBUIBIMH HOTHXKEHIH JYPHICTBIFBI MEH ©3€KTUIIr (OKaKblH KOJUIM3HAIAPIBD)
KOHE JIABMHIIK ocep / KaraH JIaBHHJIK acep KpUTepHidJiepiH Oaranay,
CTATHCTHKAJIBIK ChIHAKTap MeH Aud@epeHumanipl, ChI3BIKTBIK KOHE
anreOpanblK KpUnTorpadusUiblK Taljay OAICTEPIH  KOJAAHY HOTHIKECIH/IE
anbIHFaH MasiMeTTepMeH Herizzenesli. COHBIMEH KaTap, ICKE achlpy TYpJEP]

NAPAKTBIH APFbl XAFbIHA

KAPAHbI3
CM.HA OBOPOTHOV CTOPOHE
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§ 1 I LUIbiMH HOTHIKEIED MEH KarnaaTTap JKand
Gonbin Tabbuia ma?

1) TOJILIFbIMEH KAHA;
2) skapThliad XKaHa (25-75% >xana OombIN

TaObLIaIbl);

| 3) »xaHa eMecC (25% KeM aHa GOoNBIT TAOBLIAbI )

| KYMBICTHE OpBitLay GaphIChiin kel

ruimainikri Garasay syprisiaren,

JInccepTanmaibi FRUibiMK HOTIOKEAEPE TONMIKTAR KA. JlnccepransuibiK
eol I PLUTLIMM TOCIIIEP 931 PIICH/LL:

- MaTpuia ANEMEHTININ MHACKCTEPING KATHCTLE TOPT A4-6urrik S-6noxrap/bl
GIpIKTIPIN KOJIAHY ALIH A CXEMACKHE YCHINBULLLE, OHBE KOJ1AHY A/IFOPUTMHIH
130 ANNAPATTHIK  KypaIAap/bl icke acelpy/ia
MHUKPOCXEMAHBIH XKa/IbIH THIMAIPEK nanjaianyra mymKinaik Gepent;

- CHI3BIKTBHIK €MeC TYPJICHIIpYal KbiCy QyHKUMACHIHAA  KOJIAHYIbIH JKaHd
cxeMachl YChIHbUIFaH, OyJ1 payH/ATap/ibiH CaHbil azaiTyra MyMKIHIK Gepent;

_ GacTankpl XewTeareH xadapaaMaHbiH oeMine KaThicThbl Xewrey ONorbHbIH
k OenikTeplH TaHAAY MYMKIHZIT YCHIHbUIA/IbI, Oy 3 Ke3eriniae ecentey

oHiM/IUTIriH apTThipaas! (K=3,.... 8, k—Gemikrep caHbl).

5.2 JlnccepTauMsHbIH KOPBITHIHbUIAPDI »KaHa
Gopin TabbL1a Ma?

1) TOJBIFLIMEH IKAHAS

| 2) sxapThijai JKaHa (25-75% xaHa OONBIII

TaObLUIAAbI);
| 3) >xana emec (25% keM XKaHa 6os1bIn TaObLUIA/bI)

Hormokenep MeH TYKbIPbIMIAP o3IpJICHTeH XCLITCY anropuT™Mi OOHBIHIIA

TOMEHI'T Makajajaapaa erKeli-TerKeii  CHMaTTalbll, OHJa €CelTey MKOHE

CTATHCTHKAIBIK TOXKipHOenepAIH HOTHOKEIEpIMEH pacTanaipl:
_ Sakan K., Nyssanbayeva S., Kapalova N., Algazy K., Khompysh A.,

Dyusenbayev D. Development and analysis of the new hashing algorithm based

on block cipher // Eastern-European Journal of Enterprise Technologies.

Ukraine. - 2022. — Ne 2/9(116), https://doi.org/ 10.15587/1729-
4061.2022.252060. Maxana -1.

- Algazy K., Sakan K., Kapalova N., Nyssanbayeva S. and Dyusenbayev D.
Differential analysis of a cryptographic hashing algorithm HBC-256 // Appl.
Sci. — 2022, 12(19), 10173. https://doi.org/ 10.3390/app121910173. Maxana -
2,

_ Kunbolat Algazy, Kairat Sakan, Nursulu Kapalova. Evaluation of the
strength and performance of a new hashing algorithm based on a block cipher //
International Journal of Electrical and Computer Engineering, Vol.13, Ne 3, June

2023, DOI: http://doi.ggg 10.11591/ijece.v1313. Maxana-3.

5 3 TeXHUKAIBIK, TEXHOJIOTHAJIBIK,
3yKOHOMHKABIK HeMece OacKapy merimaepl
JKaHa JKoHe HerizuenreH 0e?

1) TONBIFBIMEH JKaHa;

2) KAPTHLIAH JKAHA (25-75% -maga 00JbII
TAOBIJIAABI)S

XKympic  OapbiChIHIA napauienpai  ecenreynep  MCH OaraapiiaMabIK-
annaparThK ICKe achipyFa eiiimnenren xana HBC-256 xewtey aJITOPUTMI

azipnenai. HBC-256 AIFOPATMi XEeIITENIeTIH 6I0KTHIH apTypui 128*k OMTTIK
y3bIH/IBIFbIH TaHAAYF MyMKiHiK Oepeal, MyH/a k 3-TeH 8-re Aeifinri MOHAEPAl
kaOpU1Ial  ajaabl. JlepexTepal OHACY yiiin  Wide-pipe KypbUIBIMBL KIHC
JleBuca-Meiiep cxemachl KONAAHBUIILL HBC-256-1a Kbicy (yHKLHICHI PETIHAE

cummeTpHsibl CF OJIOKTBIK mudypnay aIrOPUTMI HKACATBIN yCbIHBLALS

3) sxaHa emec (25% KeM xKaHa 6obIN TA0bLUIA/Ibl)

NAPAKTBIH APFb! WAFbBIHA
KAPAHbI3
CM.HA OBOPOTHOK CTOPOHE




PUEBIUL Y KM JIDJTCIIEMENICPIC
werbearen/ierisaenmerci (qualitative research
JKOHE OHCPTAHY JKIHE I'YMAHHTapPJIBIK OarbITTaphbl

OGobIHILIA)
s Koprayra Op KaruaaT GOMBIHIIA KeJleCl CypaKTapFra yxayar
IIbIFapbUIFaH | Oepy Kaxer:
| gerisri karuaarrap | 7.1 Karupar ponenuenai Me?
| | 1) nonennuexnal,
2) [amMaMeH J2JeNAeHIl;

3) mamameH aanenaeHoen;

ey =

skenepumentrepain Scopus skane Web of Sclonce Aeperkophiin
emec umnakT-pakropst Oap PEHTHIETIR XABIKAPATLIK ACY PHALAP/A

il | ..' 1'- -‘I]Il_il

AP
apKbUIbI, COHJAM-aK IETEIK JKOrapsl  OKy OpPBIHAapLE  MEH FLUIBIMM
yibIMAApbiHAa  YHBIMAACTHIPHUIFAH  XAJILIKAPAIBIK Konepenumiap - Men

FEUTBIMM CEMHHADIapAars JKacanran GasHiaMalapMen Heri3iene e
Karunnar-1:

[Mapainensai ecenteynep MeH OarjapiamMaibiK-annaparrbik ICKe acwipyra
6eiiiMaenrer 6JI0KThIK mMU(p HEri31HAe XKaHa XeUTey AJrOPUTMI 3ipJIeH;

7.1 ponesxenui; 7.2 XKOK; 7.3 ua; 7.4 ken;
7.5 ma, 5.2 6enimaeri Makana-1-MeH JA2JIC/IACHICH.
Karupar-2:

4) nanennenoeni MaTpHia 3EMEHTIHIH HHAEKCTEpIHe KaThICThI TOPT 4 outrik S-Os10KTapABI
7.2 TpuBnanapl Ma? GipiKTipin KOJIJaHy JbIH XKaHa CXeMachl YChIHBUI/BI, OHbI KOJI/IaHy aJITOPUTMHIH
1) us; Kayinci3Airid apTThIpajbl JKOHE annaparThlk KypalJap/bl icke aceipyaa
| 2) XKOK MHKPOCXEMaHBIH JKa/IbIH THIM/I1 Nak JalaHa/ibl;
7.3 JKana ma? 7.1 payesienui; 1.2 XOK; 7.3 Ha; 7.4 KeH;
B 1) ns; 7.5 w3, 5.2 6enimaerti Makana-1, Makana-2, Makana-3-1eH AJIeJIICHICH.
| 2) XKOK Karuaar-3:
| | 7.4 KonnaHy JeHIei: ChI3BIKTBIK €MeC TYPJIEHAIPYyAl KbiCy QYHKUMACHIHA KOJAAHYBIH KaHd
1) Tap; cXeMachl YChIHBUIFaH, OyJI payHATap/blH CaHbIH a3aiTyra MyMKiHZiK 6epei;
| | 2) oprama; 7.1 panesaeni; 7.2 XOK; 7.3 ua; 7.4 ken;
3) KeH 7.5 wa, 5.2 Genimaeri Makana-1, Maxana-3-TeH JA9J1e/ICHICH.
7.5 Makanaja aaJieijieHres 6e? Karunapar-4:
| 1) us; BacTankbl XemTeneTin XxabapaaMaHbiH OJIIEMIHE KaThICThI XCLITeY OJIOrbIHBIH
| | 2) KOK k GemikTepiH TaHaay MYMKIHIIT YCHIHBUI/IbL, Oy ©3 Ke3eriHjae ecentey
eHimLIiriH apTThipansl (k=3,..., 8, k — Genikrep CaHbl).
| | 7.1 manenyeni; 7.2 XKOK; 7.3 ua; 7.4 ken;
| e o ) 7.5 wa, 5.2 6enimaeri Makana-1, Makasia-3-nieH I9/I€/IICHICH.
| 8. -I JToMeKTIIK 8.1 OnicTeMeHIH TaHaaybl - HET13€IeH HEMECe | YKyMbicTa XeliTey alrOpUTMAEPIHAE KbICY GYHKUMACHI peTiHae OJIOKTHIK
| MPHHLMITI 9/IICHAMa HaKThI JKa3bUIFaH mudprapapl  KOJAaHyABIH  dpTYpIl Tocinepi, KOHCTPYKIHSJIApbl MEH
| Jlepekkesaep MeH | 1) s} cxemanapsl (PGV GyHKuusIapsi) emKel-TerKeili cunaTrairad. XemTeyaiH
| YCHIHBUIFaH 2) XKOK OipOarbITTBUIBIFBIH ~ KaMTamachl3 €Ty yuiin ~ JleBuc-Meiiep  cxemachbl
| aKnapaTThiH konmmausuiabl. HBC-256 anropuTMiHIer! >Korapbila arajifaH TOCUIAEPAL,
| MOMEKTUIIrI | KOHCTPYKLHsIap MeH cyiibanapibl KOJAAHYbIH AypPBICTBIFEI MCH ©3€KTLIIr]
- | 3epTTey HOTHXeJNIEpiH Oaranayna KOPCETUITEH.

NAPAKTbIH APFbl XAFbIHA

KAPAHbI3
CMHA 0BOPOTHOA CTOPOHE




. .' 11N} J (e -;vl— .":’;':
ROMIRIOTOPATK TEXHONOTHAIAP/BE KOJULAHY

dJlICTEPI MEH JICPEKTEP/Il OHJICY HKOHE
HHTEpIpeTaLMsIay diCTeMEICPIH Nan1anaHa
OTBIPBIN AJIBIHFAH:

1) us;
2) JKOK

APILUILE FRUILIME 3EPTTEYICPIR Kasipri 3aMaHibl

8.3 TeopHsUIbIK KOPHITBIHABLIAP, MOJCIILACD,
AHBIKTAJIFAH ©3apa OaiylaHbICTap KOHE
3aH/IBUIBIKTap SKCTIEPUMEHTTIK 3€pTTeYJIEPMEH
NAJNIEIICHTEH XKOHE pacTaliFaH (rmeaaroruKaibiK
FRUTBIMIAP GOMBIHINA Jaspray OarbITTaphl YIIIH
HOTIDKEJIEP MeAarorukKajiblK 9KCIEPUMEHT
Heri3iHAe AaJeaIeHel):

1) ms;

2) )KOK

jji'-.'i"T,_ Yo

OTHIPBIN,  COMII-NK  ACPOKTE

TYCIHAIPYAIN  JaManayd  aalotepin

akenepumenrrep Delphi=7 ncane € Gur iy T
Annaparreii Kypaiiapian fewe newpy yiri 1L GO WA b
skazbl 6ap NAND Flash mukpocxemaon e Cortex AY Mikpor
6ap MIR Z-turn  TAKIAACK TR, Cortex — yiuin
Garmapnamanblk  KOJABIH - Kipictipe otmpun,  C Oaranpiramaiy e
OpbIHAAJIFaH.
CraTHCTHYECKHE CBOMCTBA 3aHPPORAMHLIX XOH-AHANCHHA HCCIeI0BIIHCL ©
nenonb3osatuem HaGopa tectos NIST u Kuyra, Kpunroerofikoers mudgpa CF
M YCTOMYMBOCTb K  KOJUTH3HAM  ITOPHTMA  XCHIMPOBAHA HBC-256
NOATBEPKAAETCS Pe3yJIbTaTaMH METO0B AH(PEPEHIMAILHOTO, JIHHEHHOTO 1
anreOpandecKoro KpUNTorpaduyeckoro aHajinsa.

Jlucceprauusubie 3 xone 4-6enimaepi HBC-256 ANTOPHTMIHIH Kayinci3uiri,
CeHIMIUTIF MeH THIMIUTIriH, aran aiWTKanaa, OipiHIIl JKoHe eKiHIl THITEr
KOJUTM3HAHBI i37€y, AaJFaumKbl TynOeHHere KarbiCThl KAHTHIMCHI3/LIK [1CH
TesimainikTi 3eprreyre apHanran. HBC-256 jxone CF ANITOPHUTMIHIH «JIaBHH/IIK
acepre» / «KaTaH JIaBUH/IK OCEpJepre» KaTbiCThI sepTTeysepain Oarajiaphbl
anpiaael. 1lludpaanraH XelI-MOHAEPIHIH CTaTHCTHKAJIBIK kacuerTepi NIST
sione J1. KHYTThIH ChIHAKTAp KUBIHTHIFbI KOMETIMEH seprrenai. CF mmdpbiHbin
kpunrobepiktiniri sxkone HBC-256  xewrrey AJITOPUTMIHIH -~ KOJUTH3HAFa
TO3IMALIITI nuddepenumanapi, CBHI3BIKTBIK YKOHE anreOpanbiK

| KpUNTOrpaUsAIbIK TAJIAAY oliICTEPIHIH HOTHXKEIECPIMEH pacTaJlFaH.

8.4 MaHpi3/bl MAJTIMIEMENIEP HAKThI JKOHE
| CeHiM/Ii FBUIBIMH 91Ie€0HueTTepre
cijiremMenepMeH_pacTajiFaH / iHapa
pacTanfaH / pacrajamaraH

MaHb3Ibl MaJiMAEMeENep MaHbI3/bl JKOHE CEHIMIl FBUIBIMH anebuerrepre
ciITEMENIEp Kacay apKblJibl pacTaliFaH.

| 8.5 TNaiinananpuiFan oaedueTTep TiziMi 91e0H

LIOJTYFa KEeTKIIIKTI/KETKLUTIKCI3
\

[laiinananbUIFaH 9A€OHeTTep Ti3IMIHE aFbUTIIBIH, OPBIC JKOHE Ka3aK TUIAEPIHACT]

99 cinTeme kipeai. Onap/abiH iminae 966U WOy XKYprizyre HKETKITIKTI 2KOFaphl
pelTuHri 6ap merenik 6achuIbMaapaaFbl ACPEKKO3ACP A€ Oap.

i

| ITpakTHKaNBIK

KYHAbUIBIK
| IIPMHILMII

9.1 I[n-ccei)’raﬁnam;m_fredpnﬂnmm MaHbI3bI Oap:

1) msg
2) KOK

Bnokthik mmbp Herisinpe kacanran HBC-256 AJITOPHUTMIHIH  OacThl

APTHIKIIBUIBIFBl — JKaKChl 3€PTTEITICH KpUnTOrpapusiblK MPUMUTHBTED MEH |

KOHCTPYKLMSIapapl NakjaanaHy OOk  CaHaIabl. 3eprTey IKYMBICTAPHI

GapbichiHAA KOJNAHBUIATBIH HQpray —alropuTMiHIH KpUNTOrpadusIbIK |

GepiKTiri xeurey aarOpUTMIHIH Kayinci3airi MeH CEeHIMIUIIIH KamMTamMachls
ereTiHAiri  jganenaeHal.  AJIbIHFaH

KAPAHbI3
CM.HHA OBOPOTHOV CTOPOHE
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HoTwkesnep  Oonamiakra — OTaH/AbIK |



YKOHE aJIbIHFAH HOTHXXENEp/Al NMpaKkTHKala
| KOJIAAHY MYMKIHZITT )KOFaphbl:

| 1) ns;

2) XKOK

9.2 ﬂuccep'raunﬂui,m -npalc'rmcaﬂbm MaHbI3bl Oap

PP a—

.; . "* 11 f.-'- | ]
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I

OH acep eTeul, ochiaiing Jepe
TACUIACPIH KEHEHTE/II. |
Yeopmbuiran HBC-256 xewrrey anropuimi  kayineis KAMTAMACKY @1y
KacHeTTepl MeH OIpIHIII JKOHE CKIHII THITErT KOMIMIMANAD MeH Xl
MOHEpPIHIH TynOeiHeciH Tabyra Kapchl Typy kacuerrepi Golninma Gacekere
KaObuterri Oomybl MYMKIH JKOHE akmaparThl KOpFay VIIIH aKnaparrbik-
KOMMYHHKALMSUTBIK ~ JKYHenep/e JKOHe JKaImbl MakcaTTarbl JKeJlijiepie

| TaChIMAJIJIay XKOHE CaKTay Ke31H/€ KOJIiaHyFa 0osaapl.

9.3 IlpakTHKaNBIK YCHIHBICTAp >KaHa OOJIbIMN
TaObL1a/AbI?

1) TOJBLIFLIMEH JKaHA;

2) xaptbliiai xkaHa (25-75% xana 6oabin
TaObLIA/IbI);

3) xana eMec (25% kem rxaHa 0obin TadbLIaAbI)

10. JKa3zy xxoHe AKageMUsIIBIK a3y carnachl:

¥CBIHBUIFAH QJIrOPUTM X€ll (QYyHKUMUSIApbIHA HETI3JeJreH MMOCTKBAHTTHIK
KPUNTOrpaQUsIbIK aAJITOPUTMIEPAL 931piey Ke3lHae Konaanyra 6onaael. bynan
Oacka, on Kasakcran PecnyOnMkacbhlHIa akmapaTrThl KOprayablH OTaHABIK
KYpaJliapblH JKacay YIIiH Nai aJlaHbLTybl MYMKIH.

Jluccepranus KoOHMbUIATBIH Tanantapra coWkec AadbiHAanFaH. JKyMbiCTarbl

peciMEy canachbl 1) sxoFapbi; HEr13r1 aKnapar JOTHKaJIbIK TYCIHIKTI Typ/e OepijireH, KeHICTIKTIK IIeriHicTep
| 2) opraiua; KOK. JKyMpIC aknaparrapabl VCHIHYABIH aHBIKTBIFBI MEH JIAIIriMEeH
3) opraimaaaH TOMEH; CHIaTTajiazibl, FbUILIMM CTHJIb MEH aKNapaTrThlH aKaJeMHUSJIbIK CHIATTAarhl

| 4) TOMEH. )Ka30achl TOJIBIFBIMEH CaKTAJIFaH.

Caxan Kaiipat CakanyibiHbIH « UTepanusibiK 0JI0KTHIK IIH(PIapFa HerizaeireH Xeu ajJropuT™MaepiH Kypy sKoHe 0J1apaAblH KPpUNToO0epiKTLIirin
3epTTeYy» TaKbIPhIOBIHIaFbl JUCCEPTALMSIIBIK XKYMBICHI puitoco¢pus 1oKTopsl (PhD) reutbiMu nopeskecin 6epy epexenepine caikec keeai. JKyMBICTBIH
aBTopsl Cakan Kaiipar Caxkanyisl "8D06301 — AxnaparThIK KayiInci3aik xyienepi" outim 6epy Oarnapiamacsl 6oibiama punocodus goxrops! (PhD)

IIOPEKECIH alyFa JIanbIK.

PecMu penieH3eHT:
MaTtemaTuka Ooiibinma PhD,

KagBka3 YHuepcureTiHiH Kubepkayincizaik 0arbIThIHBIH XKETEKIIICI XKoHE podeccopHl,

Kubepkay1Iici3 1K FbUIbIMH KAy bIMJIACThIFBIHBIH IIPE3UICHTI

NAPAKTBIH APFbI AFBIHA
KAPAHbI3
CM.HA OBOPOTHOM CTOPOHE

MaxkcuMm ABuu




KaszakcmaH Pecnybaukacol, AaMambl Kaaacsl, eKi MblH HCUbIPMA YWIHWI JXHCbl/1, OH
cezi3iHWi KbIpKylek. KyscammblH aFblAWbIiH misiHeH Ka3akK misgiHe MamiH-ayodapMacsblH
opblHOaraH aydapmaubl beaxoxcaesa Apyxcan Epacarkbizel, 20.06.2000 iHcbl1bl myFaH,

/KCH 000620601345.

/\

Kol

KaszakcmaH Pecnybaukacsl, AaMameol Kaaacwl, eKi MblH HUblpMa YWIHWI XHCbl/1, OH
cezidiHwi  Kbipkyliek. KaszakcmaHn Pecnybaukacel, Aamamsl Kaaacel  doiziem
MuHucmpaiziHiH Xa/ablKKQ KYKbIKMbIK KOMEK XCaHEe 3aH2ep/ik Kblamem Kepcemydi
ylisimdacmblpy kKomumeminde, 20.01.2006 xcoiabl 6epinzen Ne 0000354 sAuyeH3uscwl
Hezi3IHOe apekem ememiH, meH Homapuyc Kan Eauzageema 'epacumosgHa, aydapmauibl
Beaxoxcaesa ApyxcanH EpicaHKbI3bIHbIH  KOUbLIAFAH  KOJbIHbIH ~ MYNHYCKA/AbIFbIH
pacmatmblH. AydapMauwblHbIH MYAFAAbIFbI AHbIKMaaodsl, Kabinemi MeH eKiiemmizi
mekcepiaol,
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